Connecting to CCM-Wireless (Ubuntu)

CCM-Wireless is a secured network for CCM students, faculty, and staff. To easily connect to CCM-
Wireless, please follow these steps:

1. Click on the drop down arrow on top right of your screen.

2. Click on the drop down arrow next to Wi-Fi Not Connected.

Wi-Fi Not Connected
Select Network
Turn OFf

Wi-Fi Settings

Fully Charged

3. A network selection window will pop up. Select CCM-GUEST and click connect.

Wi-Fi Networks
Select a network

CCM-Wireless o v
CCM-GUEST v
CCMWireless v
55daf2 a v
optimumwifi <
be2e72 o v
CableWiFi 7
xFinitywifi 7
Cancel Connect
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4. Open up a browser and type in any site name (yahoo.com, cnn.com, msn.com) and click enter.

Activities @ Firefox Web Browser ¥

Mon 11:55

Mozilla Firefox

@ NewTab

c o yahoo.com/

@ Youmust login to this network before you can access the internet.

N @

Open Network Login Page
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5. Click Open Network Login Page.

Activities ) Firefox Web Browser ¥ Mon 11:55

Log I to network - Mozilla Firefox

@ Loginto network
« Cc @ yahoo.com LM +4 nmom =

Open Network Login Page | X

You must login to this network before you can access the Internet.

= Loginto network

You must log in to this network before you can access the Intern

Firdox ly toit securely. As a

Open Network Login Page Advanced

This site uses HTTP Strict Transport ( to spe
result, it is not possible to add an exception for this certificate.
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6. Scroll down to bottom of the CCM Self-Registration page and click RootCert.

»

B

ies &) Firefox Web Browser v Mon 11:56

CCM Self-Registration - Mozilla FireFox

® Loginto network Bl BB cCMSelfRegistration X

C @ ccm.edy;

-~

B -9 n @

@ Youmust login to this netwark before you can access the Internet.

PONEPEODA

----------

Chained Root Android Only Intermediate DigiCert

quest.ccm.edu/guest/public/CCM/TrustedRoot.cer

7. Click OK to save the file.

Opening TrustedRoot.cer

You have chosen to open:
TrustedRook.cer

which is: X.509 Certificabe (1.3 KB)
from: http:/fquest.ccm.ed

What should Firefox do with this file?

Openwith | View file (defaulk) v
©saveFile

Do this automatically For Files like this From new on.

Cancel OK

8. Click on the drop down arrow on top right of your screen again.
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9. Click on the drop down arrow next to Wi-Fi Not Connected again.

Wi-Fi Not Connected
Select Network
Turn OFf

Wi-Fi Settings

Fully Charged

Live session user

10. The network selection window will pop up. Select CCM-Wireless this time and click connect.

Wi-Fi Networks

select a network
CCMWireless v
CCM-Wireless B v
CCM-GUEST v
55daf2 a v
optimumwifi_Passpoint B v
SpectrumWiFi v
CableWiFi <
xFinitywifi <

Cancel Connect
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11. A box should pop up to make selections and enter your Username and Password.
a. Make sure Protected EAP (PEAP) is selected for Authentication
b. Click the drop down to Select from file... for CA certificate

Wi-Fi Network Authentication Required

~—=> Authentication required by Wi-Fi network

b Passwords or encryption keys are required to access the Wi-

Fi network “CCM-Wireless"”.

Wi-Fi security | WPA & WPA2 Enterprise -
Authentication = Protected EAP (PEAP) -
Anonymous identity

Domain

CA certificate (None)

CA certificate password | sglect From File...
| I'Show passwords
No CA certificate is required
PEAP version = Automatic -
Inner authentication MSCHAPv2 -
Username
Password

show password

Cancel Connect

12. Find the certificate that was downloaded from the CCM Self-Registration page, step 6, and
Select it. The certificate should be in the Downloads folder.

Choose a CA Certificate Q Select
O Recent 4 fitubuntu Downloads
£if Home Name ~ size  Modified
) Desktop B TrustedRoot.cer 1.4KB  11:57

[E Documents

[&] Pictures

8 videos

+ Other Locations
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13. Enter your Username and Password. Make sure MSCHAPV2 is selected for Inner authentication.
a. Ifyou are a CCM Student: Enter your WebAdvisor/Titans Direct Username and
Password. Click OK when done.
b. Ifyou are a CCM faculty or staff: Enter your network Username and Password. Click OK.

Wi-Fi Network Authentication Required x

B sluetooth ~= Authentication required by Wi-Fi network a
=
L]
Passwords or encryption keys are required to access the Wi-
3 Background Fi network “CCM-Wireless”
O podk Wi-Fisecurity WPA & WPA2 Enterprise -
Authentication Protected EAP (PEAP) - v
0 Notifications
Anonymous identity av
Q search Domain
L v
@ Region & Language CAcertificate  TrustedRoot.cer - =
av
+F Universal Access
Show passwords av
& Online Accounts No CA certificate is required
av
& Privacy PEAP version Automatic -
Inner authentication MSCHAPv2 - v
= Sharing
E Username CIENRD a<
Sound
Password | sssssssssesseseed
<
® Power Show password
® N k Cancel Connect Y
SpectrumWiFi <
@ Devices b ‘

14. You are now connected to CCM-Wireless. You may want to forget the CCM-GUEST network.
This can be done repeating steps 1 and 2, then selecting the gear icon next to CCM-GUEST.

Settings
Airplane Mode
Bluetooth Disables Wi-Fi, Blustooth and mobile broadband
3 Background
Visible Networks
T Dock
CCM-GUEST @ v
£ Notifications
ccMwireless v
Q search
CCM-Wireless v ¢ av
€ Region & Language
55daf2 av
F Universal Access
be2e72 av
& Online Accounts
SpectrumWiFi <
& Privacy
55db02 av
< Sharing
optimumwifi_Passpoint av
71 sound
- optimumwifi <
® Power
xFinitywifi <
@ Network
. Randelph Hub w/Lightpath av
C& Devices »

Rev. 04/2019 6



Connecting to CCM-Wireless (Ubuntu)

15. Click Forget Connection.

Details Identity IPV6 Security

Signal strength Good
Hardware Address AC:B5:
Last Used Today

Connect automatically

Make available to other users

|| Restrict background data usage
— Appropriate for connections that have data chargexor limits.

Forget Connection
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